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Abstract:

In light of the increasing use and impact of information and
communications technology man, we find ourselves need a new set of standards
or additional legal measures to protect and strengthening Individuals' rights

regarding their online activities For understanding human rights In to digital
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space and examine content yes online by resorting to the flow of digital
information gaps in assignments, here we focus on the change in the nature of the
impact of information and communications technology and whether these
changes require new substantive legal measures and more effective than before,
it has There are still gaps in holding actors accountable for their control over the
flow of digital information. and international law not offered The State has clear
human rights obligations to non-State actors, hence it was necessary to recognize
new human rights actors in the digital space in tended to exceed Traditional legal
interpretations that were in force in the twentieth century the past.
Keywords: Digital space, human rights, digital technology, social media, internet
censorship, cyber attacks.
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- Everyone has the right to freedom of opinion and expression; this right includes freedom to hold opinions
without interference and to seek, receive and impart information and ideas through any media and regardless of
frontiers.

2- Bijo P. Abraham,Compendium on Human Rights Violations in Digital SpaceDigital Empowerment Foundation,
New Delhi, 2023, p 13

3-Sergey Volodenkov, ibid p 295
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4- AL Vareba, Internet Censorship and Freedom of Expression in Nigeria, vol 3, Issue 2, International Journal of
Media, Journalism and Mass Communication (IJMJMC) available at (https://dxdoi.org/10.2431/2454-
9479.0302004www.arcjournals.org) accessed 22 August 2024. P 94

5. Sergey Volodenkov, Sergey Fedorchenko Digital human rights: risks, challenges, and threats of global socio-
political transformations, Revista Mexicana de Derecho Constitucional NGm. 46, Enero-Junio 2022, P 295-296

- 1. No one shall be subjected to arbitrary or unlawful interference with his privacy, family, home or
correspondence, nor to unlawful attacks on his honour and reputation.

2. Everyone has the right to the protection of the law against such interference or attacks.

7 A/RES/68/167, 21 January 2014,

asill @a¥l Asgal geind) oyatll (Jlae¥) Jgua (e 39 2 oladl (ogdaadly Anpladl 30l (olud¥) God Lulzmo
Laband ¥y Lewbeadly 2ol (OLudY) Boi> per Llemg ju5ad alall (aa¥ly Ausgall ylasy GLud¥l Geam! dusludl
3ol ol § Hmmid] § sl gaial] § Gl el Loy udlitly ezl

8- Khoo Ying Hooi Deasy Simandjuntak, Exploring the Nexus Between Technologies and Human Rights,
Opportunities and Challenges in Southeast Asia, 2019 (Bangkok, Thailand) p 21.

9 - Fundamental rights in the Digital Age
file:///C:/Users/solar/Downloads/Fundamental%20rights%20in%20the%20Digital%20Age.pdf p 9

10_ patrick Engebretson, The Basics of Hacking and Penetration Testing Ethical Hacking and Penetration

Testing Made Easy Second Edition, Syngress Elsevier Inc, 2013, p 14

11~ Haochen Sun, Bridging the Digital Chasm through the Fundamental Right to Technology, Georgetown Journal
on Poverty Law and Policy Volume XXVIII, Number 1, Fall 2020 pp 88, 89.

12- AL Vareba, op cit p 95

3. EN EKWONWUNE, Internet Censorship and its Implication on Personal Privacy, International Journal of
Research Studies in Computer Science and Engineering (IRSCSE) Volume 10, Issue 2, 2024, PP 21-25

14 _Ronald ]. Deibert, and others, eds. Access Contested: Security, Identity, and Resistance in Asian Cyberspace (MIT
Press, 2012). p 98

15 - About Global Partners Digital

https://www.ohchr.org/sites/default/files/Documents/Issues/Expression/disinformation/2-Civil-society-

organisations/Input-for-report-on-disinformation-GPD-Submission.pdf February 2021 p 6

16- About Global Partners Digital

https://www.ohchr.org/sites/default/files/Documents/Issues/Expression/disinformation/2-Civil-society-

organisations/Input-for-report-on-disinformation-GPD-Submission.pdf February 2021 p 7

17-1. Everyone shall have the right to hold opinions without interference.

2. Everyone shall have the right to freedom of expression; this right shall include freedom to seek, receive and impart
information and ideas of all kinds, regardless of frontiers, either orally, in writing or in print, in the form of art, or
through any other media of his choice.

3. The exercise of the rights provided for in paragraph 2 of this article carries with it special duties and
responsibilities. It may therefore be subject to certain restrictions, but these shall only be such as are provided by law
and are necessary:

(a) For respect of the rights or reputations of others;
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(b) For the protection of national security or of public order (ordre public), or of public health or morals.
18- About Global Partners Digital op cit, p 8
9. Foreword by Stuart McClure, Hacking for Dummies, 3rd Edition, Published by Wiley Publishing, Inc, Canada,
2010, p 303.
20 paul Belleflammea, and Martin Peitzb, Digital Piracy, Springer Science+Business Media New York 2014, p 8.
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23 This definition of “online radicalization to violence” is a combination of the definitions for “Internet-facilitated
radicalization” and “radicalization to violence” that can be found in: IACP Committee on Terrorism, Countering
Violent Extremism (CVE) Working Group, A Common Lexicon (Alexandria, VA: International Association of Chiefs of

Police, 2012), www.theiacp.org/portals/0/pdfs/IACP-COT_CommonLexicon_Eng FINALAug12.pdf

24 UN Security Council Resolution 2354 (2017), preambular para. 12, and UN Security Council Resolution 1624
(2005), preambular para. 4 and operative para. 1 (a).

25~ The Universal Declaration of Human Rights (UDHR) is a milestone document in the history of human rights.
Drafted by representatives with different legal and cultural backgrounds from all regions of the world, the
Declaration was proclaimed by the United Nations General Assembly in Paris on 10 December 1948 (General

Assembly resolution 217 A) as a common standard of achievements for all peoples and all nations

26 UN Security Council, Letter dated 26 April 2017 from the Chair of the Security Council Committee established
pursuant to Resolution 1373 (2001) concerning counter-terrorism addressed to the President of the Security

Council (5/2017/375), para. 5.
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https://www.un.org/sites/un2.un.org/files/2021/03/udhr.pdf
http://undocs.org/en/A/RES/217(III)
http://undocs.org/en/A/RES/217(III)

